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Abstract

This article considers batch hashing to elliptic curves. Such hash functions found
numerous applications to elliptic curve cryptography. In practice, a hash-to-curve
function is often evaluated sequentially on many different inputs. Under certain
mild conditions, simultaneous evaluation can be carried out several times faster
than separate ones. In this regard, the article introduces a new class of elliptic
curves over finite fields, more appropriate for batch hashing. Moreover, two explicit
hashing-friendly Montgomery and twisted Edwards curves (of ~ 128 security bits)
have been generated: one of CM discriminant -7, i.e., a GLV-friendly curve and
one of huge CM discriminant, i.e., a CM-secure curve. The new elliptic curves are
intentionally covered by so-called Klein’s and Bring’s curves of geometric genera 3
and 4, respectively. The latter are well studied in algebraic geometry contexts,
although they have not yet been (reasonably) applied in cryptography to the author’s
knowledge. Such a mathematical complication is justified, since conventional curves
(from existing standards or of j-invariants 0, 1728) are seemingly less efficient for
batch hashing.

Keywords: Bring’s curve, elliptic curve cryptography, hashing to elliptic curves,
Klein’s quartic, root extraction in finite fields.

1 Introduction

According to [21] [23]], there is still no (essential) progress in number factorization
on today’s quantum computers. That is why pre-quantum cryptography, including
elliptic curve cryptography (ECC) [18], does not lose its relevance. In particular, further
research on acceleration of its various cryptographic primitives is encouraged. For
example, many ECC schemes demand deterministic (a.k.a. constant-time) hashing to
elliptic curves. Constructing such hash functions has a rich 20-year history starting with
a breakthrough in the independent papers [39] [41]] and coming to some logical end in
the recent one [30] (cf. [22]]), which generalizes SwiftEC [15]. Besides them, one can
benefit from the corresponding RFC [16], albeit it does not contain the latest results
on the topic. Meanwhile, the present paper proposes an idea on how to bypass the
encountered optimization barrier, reanimating the given research direction.
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Throughout the text, E will stand for an elliptic curve over a finite field F; of
large characteristic. A hash-to-curve function has the form H : {0,1}* — E(F,). As
usual, the running time of / must depend not on a secret input but only on its length.
This property will be assumed everywhere by default. In the real world, there are
often a lot of strings s; € {0, 1}* for which an entity computes the hash values H (s;).
The most practical (but not unique) use cases are perhaps the widespread aggregate
Boneh—Lynn—Shacham (BLS) signature 9] (or its numerous modifications) and multiset
hashing [35]. However, as far as the author knows, nobody has yet suggested (explicitly)
batch techniques for the primitive under consideration. In comparison, the last source
promotes elliptic curves in characteristic 2 (a.k.a. binary curves) as the most efficient for
batch hashing, not to mention the relative cheapness of binary finite fields for hardware.
Nevertheless, elliptic curves in large characteristic (a.k.a. prime curves) remain much
more preferable in practice for a variety of reasons related to functionality and safety (a
good survey is [[I)).

Recall that the bottleneck of evaluating almost any hash-to-curve function is the
computation of a certain root v € F, with d > 2, not taking into account the possible
presence (when 2 | d) of Legendre symbols (5) But the latter are inexpensive as is
widely recognized nowadays [3]. Moreover, a degree-d root is often expressed via one
exponentiation in IF;. For instance, this is well known when d = 2 and 8 ¥ g — 1 or when
ged(d, g — 1) = 1, that is, d is invertible modulo g — 1. Assume that d = Hf;ol d;, where
2 < d; < diy1 and ged(d;, dj) = 1 whenever i # j. For laconicity, it is worth putting
d:= (do, - . ., dx-1). Borrowing the insight from [29] Section 2], we will prove that, for
any tuple p = (po, . .., pr—1) € F¥, the roots 4/pi can be rationally expressed via the
elements of p and 4/p, where p is an appropriate monomial in these elements. In addition,

Ip = /-~ %P, hence the d™ root is indistinguishable from a field exponentiation if

all the d;'" roots are. Thus, a single exponentiation is sufficient instead of k ones and
so the optimum is only achieved when d; are prime powers (as in the main part of this
paper). To the best of the author’s knowledge, this clever trick is not widespread in the
ECC community, although it should be known among Rivest—Shamir-Adleman (RSA)
fans due to Fiat [17].

In the literature, many hash-to-curve functions H are decomposed into two compo-
nents 1 : {0,1}* — Fyand h : F; — E(F;). To be definite, we will deal exclusively with
such H. Here, 1 is an auxiliary hash function, which is universal and supposedly cheap,
whereas the map h basically defines H. Now, we are given k hash functions H; = h; o
to the same group E(FF,) such that r; = 4/p; is the unique root involved in h; and the
value p; rationally depends on x € F,. It is important to stress that p; may vary (when
2 | d;) depending on Legendre-symbol outputs, but constantly p; € Fy(x). To put it
another way, there is the identity h;(x) = ¢;(x,r;), where ¢; : Cy, — E is an Fy-cover
(varying also on (5)) from the superelliptic Fg-curve Cg, : y% = p;(x). Note that the
rational maps p;(x), ¢;(x, y) may be undefined for some input F,-points. Fortunately,
it is highly unlikely to meet such an input once 7 satisfies a good mixing property.
Alternatively, one can extend h; to the whole F, in any way. Since the degenerate field
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elements are very rare with respect to the size of q in ECC, any statistical indicators of
H; are not (significantly) affected.

It is tempting to introduce one more hash function H(s) = H,s)(s), where the
map g : {0,1}* — Z/k is of the trivial form u(s) := s mod k. Since the parameter k is
little at least in the examples below and strings s are relatively long in practice, the map p
produces on Z/k a distribution close to uniform (cf. [12| Lemma 14], [[16l Section 5]). In
other words, y is regular in the sense of [12] Definition 4]. Consequently, for a large
number n of pairwise different strings s;, one deals with ~ n/k calls of the same atomic
hash function H;. After renumbering, let’s assume that u(s;) = i mod k essentially
without loss of generality. Then, the sequence H (sy), ..., H(s,) can be computed at the
cost of = n/k roots of degree d by evaluating simultaneously H (s;), . .., H(si+k-1). If
we naturally suppose that every participating root ¥/~ is nothing but one exponentiation
in IF4, then we obtain acceleration in k times, that is, ~ n(k — 1)/k field exponentiations
are economized. B

In the new notation, [29, Section 2.1] investigates the case d = (2, 3), that is, d = 6.
Whenever 3 | g — 2 and regardless of E, this case allows constructing the hash function
Hoy(s) + Hi(s) indifferentiable from a random oracle [12| Section 2.2]. By the way, that is
why the paper [30] (for which d = d = 2) restricts itself on the opposite scenario 3 | g —1,
proving thereby the existence of one-root (up to two Legendre symbols) indifferentiable
hashing for any pair E/F,;. Many constructions with one /- (even without (5) for
Jj-invariant # 0) exist for the role of Hj, although the majority of them (with the varying
parts po, ¢o) are grounded on Shallue-van de Woestijne’s [39] and Skatba’s [41] seminal
works. In turn, H; is instantiated by Icart’s hash function [24] with one /. Besides,
ordinary (a.k.a. non-supersingular) Fg-curves of j-invariant 0 with an order-3 point also
admit the setting d = 6 according to Koshelev [26], despite the condition 3 | ¢ — 1 (and
27 1 g — 1 for finding +/* as one exponentiation). In particular, all Barreto-Lynn-Scott
(BLS) curves [4]] of arbitrary embedding degree are relevant (see, e.g., [29) Lemma 1]).
On the other hand, BLS-12 curves are the most popular for deploying pairing-based
protocols.

In a nutshell, a certain trigonal Fg-curve Cs : y*> = p(x) of geometric genus 7
underlies Icart’s hash function. Curiously, such a covering curve takes place for every
elliptic curve E and its derivation is pretty easy. Denote by ¢ : C3 — E the corresponding
F,-cover and by pry : C3 — A}, the projection to the x-coordinate. Once 3 | g — 2,
there is always a single F4-root y = v/p(x) given x € Fy. To put it another way, pry
restricted on C3(FF,) is a bijection onto F,. Therefore, the main hashing component is
h = gopry! : Fy — E(Fg). More broadly, nothing prevents from picking in the described
method another superelliptic Fy-curve Cy : y¢ = p(x) such that ged(d, g—1) = 1 (cf. [29,
Question 1]). The derived hash function is said to be Icart-like. However, we cannot
expect that the general E enjoys such a covering curve Cy provided that ged(d, 6) = 1.

The present paper concentrates on the instances d= (2,3,7), that is, d = 42 as well
asd = (2,3,5), that is, d = 30. They are materialized due to Klein’s K [14] [31]] and
Bring’s B [11]] higher-genus curves, well known to the algebraic geometry community
but not yet to the cryptography one. These curves are characterized by the fact that they
are unique (over the algebraic closure Fq) among curves of genera 3 and 4, respectively,
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that possess the maximal automorphism groups for these genera. More exactly, the
groups Aut(K) ~ PSL,(7) and Aut(B) ~ Ss are of orders 168 = 2*-3-7 and 120 = 23-3-5,
respectively (see, e.g., [13] Section 5.3]). Recall that elliptic curves of j-invariant 0 have
over Fq the largest automorphism group (=~ Z/6) in genus 1. These curves play a
paramount role for ECC. Thus, the higher-genus analogues turn out to be also useful
for this type of cryptographyﬂ Unfortunately, the derived hash functions H, are valid
only for sporadic elliptic curves because of exceptional properties of the curves K, B. It
seems very difficult (or even impossible) to obtain families of hashing-friendly curves,
i.e., those having the parameter k > 3.

In [29] Section 2.2], the scenario d= (2,7), 1.e., d = 14 is dealt with for some elliptic
]Fq—curveEI of CM discriminant D = -7, i.e., of j-invariant —3375 = —335°. It is about a
curve E7 covered over I, by one C; of the superelliptic models of Klein’s quartic K. One
requires ¢ = 2,4 (mod 7) or, equivalently, 7 t ¢ — 1 and V-7 € . The last condition
is necessary for the ordinariness of E;, otherwise the classical Menezes—Okamoto-
Vanstone (MOV) attack [36]] is applicable. Thus, the aforementioned instance d = 42 just
consists in including Icart’s hash function into consideration. For clarity, notable curves
of j = 0, 1728 are exactly those of D = —3, —4, respectively, and —7 is the next CM
discriminant. By analogy, the setting d = 30 is realized (in the main part of this paper)
for an elliptic curve Es admitting an Fy-cover by some superelliptic curve Cs birationally
isomorphic to Bring’s B. The curve Es5 is CM-secure, that is, its CM discriminant D is
huge: log,(—D) = log,(q). We thereby have two cardinally different hashing-friendly
curves: E7 is faster due to the Gallant-Lambert-Vanstone (GLV) technique [19], while
Es is more reliable in the eyes of conservative stakeholders (such as the authors of [8]]).

2 Main

Cornerstone formulas and claims of the given section can be verified with the help
of the Magma code available at:

https://github.com/Dimitri-Koshelev/Hashing-friendly-elliptic-curves

2.1 Batch hashing to elliptic curves

We start with a simple lemma, which should be valuable in its own right.

Lemma 2.1. Letd = Hf:_ol d; be a factorization into pairwise relatively primes d; > 2.
Then, the roots r; = %/p; of any field elements p; are rationally expressed through p;

themselves and r := {/p, where p = []*! p?; andd; =[] d;.

!In genus 2, the most symmetric curve is Bolza’s y? = x° — x whose automorphism group is isomorphic

to GL,(3). Since its order 48 = 2*3 is free of prime divisors > 3, this curve is beyond our interest.

Recently, a pairing-friendly family with D = -7 and embedding degree 22 has been proposed in [20]
Example 6] (under the name GG22D7) and sped up in [33] for the sake of the 192-bit security level. Nonetheless,
it was analyzed in [2| Appendix A] that this family is not competitive with those of j-invariants 0, 1728
because of the absence of higher-degree twists. To the author’s knowledge, this is the only situation before
the current work when curves of D = —7 were tried to (justifiably) employ in ECC.


https://github.com/Dimitri-Koshelev/Hashing-friendly-elliptic-curves
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Proof. First, note that r = Hf:_ol r;. As a consequence,

i

. d,
rt—r | |p”, that is, pi=rl= —
J t l i j

J#i [z 2;

where 6; j = [],,2;; dm- Clearly, gcd(d;,d]) = 1 or, equivalently, there are c;, ¢; € Z
such that ¢;d; + c;d; = 1 (schoolbook Bézout’s identity). This implies that

ci Cd c
ri =i =t (p).

The lemma is proved. O

Bézout’s lemma additionally says that the coefficients c;, ¢; from the proof of the
previous lemma can be picked, satisfying the inequalities |c;| < d; and |c]| < d;. As a
result, the exponents with respect to p;, r for computing r; are sufficiently modest once
the initial values d;, k are. Let’s look at concrete examples important for us.

The case d = (2,3). For

6
p=pips,  r=+p.  ro=+po i =~p1

we get

The case d = (2,3,7). For

P =p5 p1'pe r=\p, ro = vpo, ri =p1 r2 = /pa,

we get e
21
T _ PoPiPs = r
T 10,7,3 1= 7" 2= :
2,005 r ol

The case d = (2,3,5). For

p=ppi’P  r=Np r=vhn n=vpn  r2=vp

we get

r15 rl() r

=== N==5 2=
Popip; Pipip; ror

Sticking to the notation from the introduction, the new approach of batch hashing
to E(FF,) is formalized in Algorithm It is prone to further acceleration (especially for

considerable d;, k) by means of Pippenger’s multi-exponentiation celebrated in [6].
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Data: strings sy, . . ., Sk—1 € {0, 1}* such that u(s;) = i mod k.
Result: the hash values H (s;) = H;(s;) € E(F,).

begin
p=1
fori:=0tok—1do
x; = n(s;);
pi= Pi(’;i/);
pP=pops
end

r=p;
fori=0tok—1do
ri = 1i(Pos .. Pr-1,7)s

P = ¢i(xi,1y);
end
return Py, ..., Pr_;.

end
Algorithm 1: Batch hashing to elliptic curves.

2.2 Algebraic geometry formulas

First, Klein’s quartic is defined by the equation

2

.3 3 3, _
K :vyo1 + 0oy + 0300 =0 C (op:01:02) "

However, we are primarily interested in its affine model
Gy =x*(x+1)
covering over [ the elliptic curve
Er:yi+xy=x"-x*-2x—-1;

see [34] Elliptic curve 49.a4]. The corresponding cover has the form

num, num
¢ZC7—>E7 (x,y)|—>(d x, y)
en den
where
numy = (X(—y’ g’ + P +y+ D +x(P +y+ DY + (0 -y -y - DY)y,
num, =x*(2y* +y" +20° + ¥’ +y* — P —20f -2y - D)+
x(yt -y’ -20® -2y - )y’ + (=20 -y’ -yt + 0+ 2 + 2y + 1Y,
den = (x* + xy” — y")y’.
These formulas are almost as in [[29] Section 2.2]. Once \7 e Fg, the curve E; also
possesses the Montgomery form

3V7
M7:\/7.y2:x3+T\/_x2+x
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up to the isomorphism

-2 x+2
:E; > M, (x,y) — (x X y)

V714

7
i M; — E; (x,y)|—>(\/7x+2,—§x+7y—l).

Meanwhile, Bring’s curve is by definition the complete intersection

vg+ 01 +0y+03+04 =0,
— 2 2 2 2 2 _ 4
B:=qoug+ovf+ov5+0;+0; =0, C ]P(Uoi"'104)'

3003 103 403 and =
vy to;+o; +o3+0, =0
As well as K, the curve B itself is not required to us in contrast to its plane affine model
Cs: (x =1y’ =x*(x +1).

The following formulas are a slight modification of those from [43] Section 6]:

b0 B (ny) o (S )

den ~ den
where
num, = (—xz +x(y2 - Dy +y?)y,
num, = x*(-y’ —y + 1) + x(y* - 2y - )y’ + (v* +y - Dy,
den = xy3
and

Es:yP +xy+y=x"—x—2.

For more information about this elliptic curve, see [34} Elliptic curve 50.a3]. Among
other things, its j-invariant is equal to —25/2. Thanks to [40, Theorem II.6.1], its non-
integrality implies that Es5/Q is without complex multiplication, that is, the endomor-
phism ring End(Es) = Z in characteristic 0. This means that the good reduction Es /I,
at a prime characteristic has huge CM discriminant with overwhelming probability.

2.3 Cryptographic instances of the curves E;, Es

It is readily checked that E7(Q)tors = Z/2 and Es(Q)tors = Z./3. On the other hand,
we want ordinary reductions E;/F,; and Es5/F, representable in the fast Montgomery
and twisted Edwards forms [[18} Section 9.12]. Up to a quadratic FF,-isogeny, this happens
if and only if 4 divides the curve Fg-order N. Moreover, a (birational) IF;-isomorphism

is sufficient if there is an Fy-point of order 4. For E; (ordinary only if V-7 € F), it
is enough to impose one more restriction 4 | ¢ — 1, i.e,, V=1 € F yielding the root
V7e [F4 and hence the Montgomery curve M;. In fact, elliptic curves satisfying 3 | N
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enjoy the so-called twisted Hessian form [[7], but it is not popular among implementers
(like “double-odd curves” [37] where 2 || N). So, it was decided to increase the cofactor
of Es to 12, obtaining an isomorphic Montgomery F4-curve Ms at the price of loosing
just two security bits. Unfortunately, some coefficients of M;, Ms (and of the elliptic
curve from [29] Section 2.2]) are general field elements unlike those of E7, E5. Hence, in
our context the advantage of the Montgomery arithmetic (as well as that of Edwards) is
questionable without benchmarks of a low-level implementation. The point is that E;/Q
and Es/Q are the (unique) reduced minimal models [5] for their Q-isomorphism classes.
Both curves have been instantiated with ~ 128-bit security level by changing only
the base prime field F, and keeping the curve coefficients in line with “the global method”
of [25] Section 5.2]. Thus, the new curves are promptly encountered if one iterates g
among primes, starting with 2> + 1 as long as the following conditions are not met:

The case of E;. The number N/4 € N is prime, 8,3t gq—1,but4|g—1and g = 2,4
(mod 7);

The case of E5. The number N/12 € N is prime and 8,3,5 1 ¢ — 1.

The generated IFy-curves Ey, Es, namely their subgroups of prime order r > 12 are
actually safe, that is, they respect the requirements of [25 Section 5.2]. Inter alia, the
curves are not anomalous (i.e., their Frobenius trace # 1), because they have non-trivial
cofactors. Besides, it is easily checked in Magma that the embedding degree (i.e., the
order of ¢ modulo r) is of magnitude close to r for both curves as expected. Thereby,
(the additive version [18] Section 26.4.1] of) the MOV attack is impossible in the case of
Ey, Es.

Finally, the new curves are appropriate for state-of-the-art Koshelev’s subgroup
membership testing [27, 28] against the small-subgroup attack [32]. This countermeasure
has just quadratic bit complexity in log,(q) ~ 256. In comparison, the naive multipli-
cation by r (or its GLV-type modification [[10} 38] for E7) has the cubic one. Curiously,
Koshelev’s test is grounded on the Tate pairing, despite the non-pairing-friendliness
of E;, Es. In our situation, the given technique principally consists in computing two
Legendre symbols (5) for E; as well as two power residue symbols (?)4 for E5 and
two ones (?)3 for Es. This follows from the successfully formed group structures
(unchangeable when transitioning to M;, Ms). Indeed, E7(F,)[2] = (Z/2)* and

Es(Fgp)[12] = Es(Fp)[6 - 12] = (Z/12)?, 12| ¢* -1,
respectively. Note that the test does not work over [, for the curve Es, since
Es(Fy)[12] ~Z/12,  43+tq-1.

It may be feasible to find another field Fy for which either Es(Fq)[2] = (Z/2)* or4 | g—1
similarly to the curve E;. However, it makes little sense, as the second restriction 3 t g—1
cannot be eliminated in principle.
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’ k ‘ d ‘ d ‘ D ‘ Conditions ‘ Reference ‘
1 2 [39] 1]
any 3Ta1
2 (2,3) 6 9 [29] Section 2.1]
-3 27tq—1and3|q-1,N
5 (2,3,7) | 42 -7 3fg—1landg=2,4 (mod7)and 2 | N this work
(2,3,5) | 30 | huge 3,54g—1and3 | N

Table 1: Existing instances of batch hashing to elliptic curves. For all of them, 8 { g — 1.

3 Conclusion

To sum up, Table [1|exhibits basically all known tuples d from the literature, suitable
for batch hashing to elliptic curves (including the conventional case k = 1). A more
subtle up-to-date classification of non-batch hash-to-curve functions is represented in
[29 Section 3]. It is classical Shallue-van de Woestijne—-Skatba’s fact that the parameter
k is positive for every elliptic Fy-curve. Again, there are variations for square-root hash
function Hy, targeting Legendre-symbol elimination (primarily due to [12] Section 7],
[42] Section 4]) or indifferentiability property (due to [15| 30]), but the mentioned
references are omitted in the table for conciseness.

At the end, it is worth stating explicitly a few challenging problems.

Problem 3.1. Is the case k > 2 realizable for any pair E/F,?

If so, it will follow that any elliptic F4-curve (at least of j-invariant # 0) admits an
indifferentiable hash function with the cost of only one F4-root (cf. [29, Conjecture 1])
and without Legendre symbols as opposed to [30], Corollary 3]. Of course, this by-product
result would be of theoretical significance rather than of practical one.

Problem 3.2. Are there elliptic curves of j-invariants 0, 1728 that are simultaneously
hashing-friendly (i.e., k > 3) and pairing-friendly?
Problem 3.3. Are there elliptic curves with k > 4?

Finally, even though in this article we have not concerned a lot the behavior of hash
functions as random oracles, it is also worthwhile to wonder about the following.

Problem 3.4. Are there elliptic curves that are indifferentiably hashing-friendly, i.e.,
having at least 3 indifferentiable hash functions H; with pairwise coprime degrees d;?

Counting starts from 3 in the last problem, because the curves E, Es clearly admit
the random oracle H; with d; = 21 and 15, respectively, in addition to the SwiftEC(-like)
construction Hy with dy = 2 as before. Moreover, [26] allows the value d; = 3 for
numerous (pairing-friendly) curves of j-invariant 0.
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